Abstract. Currently, the major focus on the network security is securing individual components as well as preventing unauthorized access to network services. Ironically, Address Resolution Protocol (ARP) poisoning and spoofing techniques can be used to prohibit unauthorized network access and resource modifications. The protecting ARP which relies on hosts caching reply messages can be the primary method in obstructing the misuse of the network. This paper proposes a network service access control framework, which provides a comprehensive, hostby-host perspective on IP (Internet Protocol) over Ethernet networks security. We will also show how this framework can be applied to network elements including detecting, correcting, and preventing security vulnerabilities.
Introduction
Along with development of communication networks, the problem of network security has increasingly become a global challenge. Reflecting through these trends, the key focus on the network security is securing individual components as well as preventing unauthorized access to network services. Although IP over Ethernet networks are the most popular Local Area Networks (LANs) nowadays, an ignorance of the network security in designing TCP/IP (Transmission Control Protocol and Internet Protocol) has led important network resources to be wasted or damaged.
Among the network resources, IP address, a limited and important resource, is increasingly misused, which results from its inexperienced and malevolent purposes to cause a security problem or damage the entire networks. As an IP address is the only one to identify itself, the same IP address cannot be simultaneously used in other equipments. If IP addresses, which are respectively set by hosts in the network, are misused for some inexperienced or malevolent purposes, the security problem could be triggered in the network. IP over Ethernet networks use ARP to resolve IP addresses into hardware, or MAC (Media Access Control) addresses. All the hosts in the network maintain an ARP cache which includes the IP address and the resolved hardware or MAC addresses. ARP resolution is invoked when a new IP address has to be resolved or when an entry in the cache expires. As shown in Fig.1 , the ARP poisoning and spoofing attack can easily occur when a malicious user tries to modify the association of an IP address and its corresponding hardware or MAC address by disguising himself of being an innocent host [1] .
In this study, we propose an unauthorized network access control framework in IP over Ethernet networks that guarantees fast and continuous network protection. To this, we propose a network access control scheme based on ARP spoofing and demonstrate how this concept can be applied to network elements, services, and applications. In addition, we demonstrate how the security framework can be applied to all layers of the TCP/IP protocol suite.
The rest of this paper is organized as follows. The background relevant for ARP operations and details of proposed framework are described in section 2 and 3, respectively. Finally the paper concludes in Section 4.
Network Security and ARP Operations

Network Security
The network security technologies have been studied to prevent increasingly variable and sophisticated attacks on a network. Currently, they include an intrusion detection system that detects a sign of an attack, a firewall that mainly blocks the traffic of a detected attacker, a response system i.e., a packet filtering router to protect its domain, and many other systems to enhance network survivability.
The network survivability refers to continuing the operation of a system to provide services even though it has been damaged by network attacks, system failures, and other overloads. While early security technologies mainly covered screening for a single computer attack, the contemporary security technologies have been developed to resolve and resist those network attacks. That is, the network survivability has focused on systematically managing the configuration of the network and its components. The IP address management refers to securing the network survivability by monitoring and disabling the function of the host when a system detects the worms or other abnormal behaviors, as well as an intentional or malicious changes of the IP address. Thus, the IP management and blocking the misuse of IP address come to serve as a new concept in the security solution for controlling the network.
ARP Operations
The rest of this section briefly states how ARP operates. The ARP provides mapping between the IPv4 address and the Ethernet address. When an Ethernet frame is sent from one host to another, the 48 bit Ethernet address determines the interface to which the frame is destined. When a host needs to send an IP datagram as an Ethernet frame to another host whose MAC address it ignores, it broadcasts a request for the MAC address associated with the IP address of the destination. Every host on the subnet receives the request and checks if the IP address in the request is bound to one of its network interfaces. If this is the case, the host with the matching IP address sends a unicast reply to the sender of the request with the <IP address, MAC address> pair. Every host maintains a table of <IP, MAC> pairs, called ARP cache, based on the replies it received, in order to minimize the number of requests sent on the network. ARP is a stateless protocol, i.e., a reply may be processed even though the corresponding request was never appeared. When a host receives a reply, it updates the corresponding entry in the cache. While a cache entry should be updated only if the mapping is already present, some operating systems, e.g., Linux and Windows, cache a reply in any case to optimize performance. Another stateless feature of ARP is the so called gratuitous ARP. A gratuitous ARP is a message sent by a host requesting the MAC address for its own IP address. It is sent either by a host that wishes to determine if there is another host on the LAN with the same IP address or by a host announcing that it has changed its MAC address, thus allowing the other hosts to update their caches [1] .
The Gratuitous ARP checks if there is any other host using its IP address when the host initially boots itself to start the network. A system that uses an unauthorized IP address may cause some problems to other hosts using Gratuitous ARP. For example, a server system of which IP address has already been preoccupied by another system during its rebooting can-not use the network. That is, the IP address may cause internal security problems in the network, not from externally [2] [3] [4] .
Proposed Network Access Control Framework
Gratuitous ARP
Using the gratuitous ARP, a host can check if the IP address is used by other hosts in order to avoid using duplicated IP address. Table 1, Table 2, Table 3,  and Table 4 shows different types of collisions in using gratuitous ARP for each OS respectively. The ON (Offending Node) denotes a host which tries to use the IP, and the DN (Defending Node) denotes a host using the IP. [5] .
• <Step 3> : <Step 3> is a process in which the host sends an ARP reply message for ARP request with its destination address. The problem of this step is that if the host is in hardware reboot status or if the host tries to change its non-used IP address, the host would be unable to use the network if a third-party deliberately sends a fake reply message. Table 5 shows the security problems that can occur during the ARP operation. The two types of solution to the security problem 1 to 4 are modifying ARP process and managing IP and MAC addresses by monitoring ARP packets. The modifying method recognizes the fact that the IP and MAC address can always be changed by anyone thus it has no way of finding out who is privileged user. But, this method is not a perfect solution, due to the fact that the verification of gratuitous ARP is impossible and the ARP packet cannot be altered. But the security problem can be solved by managing IP and MAC addresses by monitoring ARP packets.
Just as IP spoofing, ARP spoofing also prevents a host in the network from functioning normal network processing by preventing it to perform ARP reply for ARP requests. If the host tries to perform ARP reply, the attacker uses the IP address of the incompetent host and configures it as a target host. When a victim host tries to communicate with the incompetent host, the attackers system will perform ARP reply to all the ARP broadcast request instead of the incompetent host. Thus, the MAC address of the victim system is stored in the attackers ARP cache, and the victim system will mistake the attacker as the incompetent system and perform normal communication with the attacker [1] [6] [7] . Ironically, techniques of preventing ARP poisoning and spoofing can be used to prohibit unauthorized network access and resource modifications.
The distributed network environment covered in this study includes manager and agent system. The agent is installed in each broadcast domain (including Virtual LAN) to collect packets generated within the domain. The manager enforces policies to block the unauthorized accesses detected by the agent in the network. The Agent uses the ARP spoofing technology to manage the network. It also creates the ARP packet under the order from the manager to confirm the up/down status of the network nodes and to obtain the MAC address, additionally shutting down the network against an unauthorized IP. Particularly, the ARP Request means an important message to define the ARP cache table of all hosts in the network through the ARP spoofing. Fig.3 shows the module structure of the manager and agent system and Fig.3 shows the process architecture of the agent system, respectively. Table 6 shows how to block the IP address. "Blocked" refers to the blocked host and "Common" refers to another common host (C) on the same network. Host blocking and releasing includes processes that send/receive the ARP Request messages to select a host to be blocked/released, and to confirm the MAC address. In line 1, the Agent broadcasts the incorrect MAC address of (B) to update the ARP cache table, which contains the address of the blocked host, with incorrect MAC address of other hosts. Table 7 shows the process in which the blocked host attempts to have an access to other hosts. If (B) sends the ARP Request message to request the MAC address of (C), (C) will normally response to allow the blocked host to communicate. If this is the case, the Agent broadcasts the ARP Request message containing the incorrect MAC address to set the incorrect (B) MAC address in the ARP cache table of (C). Table 8 shows the process where the Agent interferes with the access of other hosts to (B). If (C) sends the ARP Request message to request the MAC address of (B) in order to access (B), the (A) sends the ARP Response message containing the incorrect MAC address of the blocked host. Then, (C) will have the incorrect MAC address of (B) by updating the ARP cache table with the request message lately received from the Agent. Table 9 shows how to release the blocked IP. The blocked IP will be released when (A) sends the gratuitous ARP packet for (B). Other hosts can obtain the correct MAC address of the blocked host, freely sending/receiving the ARP request/response message without future interferences from (A). 
Unauthorized Access Control Schemes
Conclusions
IP address which is a limited and important resource is increasingly misused, which results from its inexperienced and malevolent purposes to cause a security problem or damage the entire networks. Because a system that uses an unauthorized IP address may cause some problems to other hosts, the IP ad-dress may cause internal security problems in the network, not from externally.
In this paper, we propose an unauthorized network service access control framework focusing on the management and security of the IP, a network resource. This system consisting of agent and manager uses the network monitoring and the IP blocking algorithm to integrate the networks so as to effectively manage the IP resources. The agent can be expanded by installing Simple Network Management Protocol (SNMP) agent to the IP integration management.
This system also presents the possibility of developing the integration management system to protect the network from the external virus attacks. This study worked upon a system operating under the IPv4 environment, which will come to be needed under the IPv6 that is expected to get its popularity. The same network blocking mechanism as in the IPv4 network can optionally be operated on Internet Control Message Protocol version 6 (ICMPv6).
